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‘ T i s  the Season to  NOT be Scammed!  

Volume 1, Issue 4   

Phishing attacks are once again in the spotlight. It seems each year the cyber criminals try to come up with 

more creative ways to bypass security systems and rip-off unsuspecting email users. Phishing is an attempt 

to acquire sensitive information (and sometimes, indirectly, money), often for malicious reasons, by masquer-

ading as a trustworthy entity in an electronic communication. During the second half of 2015, Kaspersky Labs, 

one of the world’s fastest-growing cybersecurity companies, reported that their anti-phishing system was trig-

gered more than 30 million times! 

All email users have undoubtedly received a phishing email at one time or another and is familiar with what 

they look like. However, despite having seen a phishing email and knowing what to look out for, it is estimated 

that at least 23 percent of workers still fall prey to phishing emails and 11 percent of the people who opened 

these emails also opened the malicious attachments.  

Here are some examples of the most common phishing emails reported: 

 PayPal – Resolve remote access 

 Outlook – FW: (WARNING) Microsoft Account Suspension 

 Apple Store – About your last Transaction 

 PayPal – We were unable to process your request 

 PayPal – [PayPal] Alert from our security system! 

It is important to note that phishing is not just designated to emails. There are also phishing websites. These 

sites are designed to look exactly like legitimate websites in an attempt to lure the user into entering confiden-

tial information, such as a login and password.  

As we approach the holiday season, online trans-

actions will be increasing, but keep in mind that the 

convenience of shopping online also comes with a 

risk. According to an April 2015 report by the Anti-

Phishing Working Group (APWG), an organization 

dedicated to unifying the global response to cyber-

crime across industry, Retail/Service was the most 

targeted industry sector in the last quarter of 2014. 

And more alarming, the United States hosted the 

most phishing sites compared to any other country, 

with 52.13% percent in December of 2014.  
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As we gear up for the annual holiday shopping frenzy, here are some tips to help you avoid becoming a victim of phish-

ing: 

 Always be sure to install and maintain anti-virus software, firewalls, and email filters to reduce some of this traffic. 

 Use the benefits of any anti-phishing features offered by your email client and web browser. 

 Be apprehensive of unsolicited phone calls, visits, or email messages from individuals asking about employees or 

other internal information and or personal information. If an unknown individual claims to be from a legitimate organ-

ization, try to verify the individual’s identity by contacting the company. 

 Do not provide personal information or infor-

mation about your organization, including its 

structure or networks, or about yourself unless 

you are ultimately sure of a person's authority 

to have the information. 

 At no time should you ever reveal personal or 

financial information in email, and do not re-

spond to email requesting for this information. 

This includes following links sent in email. 

 If you are unsure whether an email request is 

legitimate, try to verify it by contacting the 

company directly. But do not use contact infor-

mation provided on a website connected to 

the request; use alternative contact infor-

mation such as from a previous statement. 

 Keep a close eye on the URL of a website. Malicious websites may look identical to a legitimate site, but the URL 

may use a variation in spelling or a different domain (e.g., .com vs. .net). 

 Look out for misspelled words; usually a sign of a fake site. 

 Any site that immediately displays a pop up asking for a user name or password is usually a scam. 

  

Unfortunately, there is no magic bullet to eliminate all cybercriminals, but we can arm ourselves with knowledge on how 

to detect scams and not fall victim to them. Be sure to tell your customers, employees, family and friends about the com-

mon identifiers of these dangerous emails and websites. As always, remain vigilant and alert while enjoying “the most 

wonderful time of the year!” 

 

 

Source: Lisa Brownlee ,http://www.forbes.com/sites/lisabrownlee/2015/10/07/top-10-new-phishing-scams-how-you-and-your-company-can-thwart-them/APWG-http://www.antiphishing.org/ and   

APWG Phishing Attack Trends Reports http://www.antiphishing.org/resources/apwg-reports/ 
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Keeping our kids occupied has been a skill that many parents 

and caregivers have tried to master. With the help of cellphones 

and tablets, having 

your kids sit still for an 

extended period of 

time has not been as 

difficult as it used to 

be. Each day, app 

developers are cre-

ating interactive 

games that just keep 

getting better and 

better and more en-

ticing for young chil-

dren. It’s almost like 

you won the Keep 

Your Kids Occupied Jackpot…until you get your monthly cell 

phone bill. 

It’s not uncommon for consumers to review their cell phone and 

data usage bills and be puzzled by enormous charges from app 

purchases or add-ons they knew they did not authorize. And 

surely, our innocent, sweet angels could never charge $400.00 

worth of app games in one month, right? Although the charges 

may have been unintentional and completely from a lack of 

understanding how the app pricing works, that is exactly what 

happened. Truth be told, there were no safe guards in place to 

block add-on charges when a free or low-cost app was installed. 

From 2011-2014, many customers of Google Play complained 

about the enormous charges they were being held accountable 

for without merit. But it wasn’t until  the complaints got louder 

and stronger that the Federal Trade Commission (“FTC”) decided 

to launch a full investigation into Google Play’s billing practices.  

Google offers thousands of apps through its Google Play Store, 

which is preloaded on Android mobile devices. Some of these 

apps are free, while others can run anywhere from $0.25 to $200. 

In many children’s game apps, after installation, children may 

purchase virtual items within an app — “in-app charges.” In the 

complaint from the FTC, they allege that Google violated the 

Federal Trade Commission Act’s prohibition against “unfair or 

deceptive acts or practices” beginning in March 2011. The claim 

stated that Google billed consumers for purchases that their mi-

nor children originated. The complaint goes on further to allege 

that Google did not provide adequate measures, such as pass-

word requirements or other safeguards, to ensure that it was the 

actual account holder initiating the purchase. Children could 

incur in-app charges simply by clicking on popup boxes within 

the app as they used it, unknowingly adding charges to their 

parent’s bill.  

Candy Crush May Be Crush ing Your  Wal le t  

Ultimately in September 2014, Google agreed to settle 

the claim and pay out a minimum of $19 million dollars in 

refunds to customers affected by the billing issues. They 

also agreed to reform their billing practices requiring con-

sent from authorized account holders for app purchases.  

Because of the investigation, a notification was sent out 

to millions of customers in 2014 informing them about the 

billing discrepancies and asking them to review their 

statements for billing errors. The statement read in part, 

“We understand some parents might have been charged 

for in-app purchases made by young children who did 

not have permission to make those purchases. As a result, 

we’ve added tools to help parents avoid unauthorized in-

app purchases by their young children. We are also offer-

ing refunds in certain cases in line with our agreement 

with the FTC.” Customers have up until December 2, 2015 

to make their refund requests.  

If you are one of the many parents who were affected by 

this issue, go to Google Play to see if you are eligible for a 

refund.  Google Play has created a page generated spe-

cifically for the settlement which can be accessed by 

logging into your account. The page lists all eligible in-

app purchases from your account. If you are eligible,  

click  on “Request refund” to start the process. 

If you feel there are other inaccurate Google Play charg-

es on your account that are not related to this settlement, 

visit Returns and refunds on Google Play to see if you are 

entitled to a credit.  
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